MuHHCTEpCTBO HAyKH U BbIcIIero oOpasoBanus PO D
Y bsHOBCKHIT TOCY/1apCTBEHHBIH YHUBEPCHTET opMa

®-Pabouast mporpamMma Mo JUCLHUILIHHE

YTBEPKIAEHO

¢F6y \fian 29023 r., mporokoi Ne_4/23

M, /
o = ¢/ BonkoB M.A.
h OHHBIX v
TEXHONOT Wiy ucw, pacuihposxa noonucu)
«16» [ Mas 2023 r.
PABOYAS ITF
JucuuiuinHa | AHanu3 ysI3BUMOCTEH IPOrpaMMHOro o0ecreueHust
PakynbTeT MareMaTHKH, WH(GOPMAIIMOHHBIX M aBUAITMOHHBIX TEXHOJIOTUH
Kadenpa HMHdopmannoHHOM 6€3011aCHOCTH U TEOPUHU YIIPaBJICHHUSI
Kypc 5
CrnenuansaocTs: 10.05.01 «KommnbroTepHas 6€300aCHOCTEY
K00 Hanpaejlerus (cneuuaﬂbﬁocmu), noJjiHoe HauMeHoedaHue
Crenmanu3anms: «MareMaTH4ecKie METOIbI 3aIUThl HHPOPMALIAN
NOJIHOe HauMeHosdaHue
®opma 00yueHus:__ oyHas
OYHAA, 3Ad04YHAA, OYHO-3A04YHAA (yKasamb MmoJlbKo me, Komopbsle pewmj'yiomc;z)

Jlara BBenieHus B yueOHbIN miporiece Yul'Y: « 01 » 09 2023r.
[IporpaMMma akTyain3upoBaHa Ha 3aceJaHuH Kadeapbl: MpoTokoa Ne oT 20 T.
IIporpamma akTyanu3upoBaHa Ha 3aceAaHuu Kadeapsl: IpoToKo Ne oT 20 T.
CBezneHus o pa3paboTUHKaX:

5(0) Kadenpa J10JDKHOCTB, yU€Has CTEIEeHb, 3BaHUE
CytbipkuHa ExaTepuna AsiekceeBHa NbuTY JIOLIEHT, K.(b-M.H

®opma A

COI'JTJACOBAHO
3aBeyroluii BeIMycKaroen kadenpoit
«udopmarmonnas 6€30MacHOCTh U
TEOpUs YIIPABICHUSD)

/ L/ z | Annpees A.C. /
(noﬂ%&) (®.1.0.)

« 11 » 05 2023r.

Crpanuna 1uz 11




MuHHCTEpCTBO HAyKH U BbIcIIero oOpasoBanus PO
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®-Pabouast mporpamMma Mo JUCLHUILIHHE

1. HEJIX U 3AJJAYHU U3YUYEHUSA JUCLHUITJIMHBI

JucuuiuinHa «AHanIM3 ysA3BMMOCTEH IPOrpaMMHOIO oOecredeHus» obecreunBaeT
npuoOpeTeHne 3HAHUM W yYMEHHH B COOTBETCTBHHM C TOCYJIAapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJAPTOM, COAECUCTBYET (POPMHUPOBAHUIO CUCTEMHOIO U AHATUTUYECKOTO MBIIIJICHHUS.

e ocBOCHUSA JUCHUIIMHBI:

® 13YYCHHUE CTYJIEHTOM OCHOBHBIX BH/IOB YS3BHUMOCTEH MPOTrPaMMHOTO 00ECTICUCHHS,

® OCBOCHME OCHOBHBIX METOJOB U CpPEIACTB aHAJIW3a U YCTPaHEHUs YA3BUMOCTEH

IIPOrPaMMHBIX peaau3alui;
3agauu ocBOCHMS JMCHUIIHHBI:

— Ppa3BUTHE y CTYJCHTOB COOTBETCTBYIOIIUX OOLIEKYIbTYPHBIX, MPO(ECCHOHAIBHBIX U
po¢ecCHOHATbHO-CIIELUAIN3UPOBAHHBIX KOMIIETEHIIHIH;

— (hopMupOBaHHE HABBIKOB SKCIEPTU3bI KAUECTBA U HA/IEKHOCTH pean3aliii porpaMMHBIX
Y TIPOTPaMMHO-ANIIAPATHBIX CPEICTB 00eCTIeYeHNsT MH(POPMALMOHHON 0e3011acHOCTH;

— (popMHupoBaHUE HABBIKOB aHAJIN3a IPOTPAMMHBIX pealn3allui Ha IPEIMET HaTU4Us
YA3BUMOCTEM;

— Ppa3BUTHE HABBIKOB OPraHU3ALMN aHTUBUPYCHON 3alIUThI

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
JlucuuniuHa OTHOCUTCS K BapuUaTHUBHOM uyacTH AucuuiuinH no BeiOopy b1.B.JIB B pamkax
oOpa3oBaTenpHOM mporpaMmbl W uuTaeTcs B 10-M cemecTpe CTyACHTaM CIEIUATBHOCTH
«KommbroTepHast 6€30MacHOCTb» 04HOM POpMBbI 00yUEHUSI.

JUis ee yCHEHMIHOTO HU3Yy4YeHHs HEOOXOIMMbl 3HAHMSI W YMEHHMs, NpPHOOpETEHHbIE B
pe3yapTarte OCBOEHUsS KYpCOB «CHCTEMHBIH aHalu3», «JlomosHuTenbHbIE TaBbl KpunTorpadumy,
«BpeZIOHOCHBIe HpOFpaMMBI B KOMHI)IOTepHBIX CCTAX».

OCHOBHBIE TIOJIOKEHUSI TUCUUILIMHBI UCIOJIB3YIOTCA B JAJIbHEMIIEM MpPU MPOXOKIECHUU
npakTuk, cnade BKP u cmaye rocy1apcTBEHHOIO 3K3aMeHa.

3. HEPEUYEHDb [INTAHUPYEMBIX PE3YJbBTATOB OBYYEHMUS 11O JUCHUIIJIMHE
MOAYJIIO), COTHECEHBIX C IINTAHUPYEMbBIMH PE3YJIbTATAMUN OCBOEHUA
OBPA3OBATEJIbHOM ITPOT'PAMMBI
[Tpouecc wu3ydeHUs JUCHMIUIMHBI «AHaIU3 YSA3BUMOCTH IPOTPaMM»
(hopMHpOBaHUE CIIETYIOMINX KOMIETEHIIUH.

HaIllpaBJICH Ha

Kox u HamMmeHoBaHMe peanuzyemoi
KOMIICTCHIIUN

[lepeueHs MIAHUPYEMBIX PE3yJILTATOB O0YUYCHHMS IO JTUCIUILIAHE
(MOmyI0), COOTHECEHHBIX C HHAWKATOPAMU JOCTHKEHUS
KOMIIETCHIINH

[IK-1 Criocoben ¢dbopmMHpoBaTH
KOMIUIEKC ~ Mep JUIL  3allUThI
WHQOPMAIUY OTPaHUYEHHOTO JOCTYIIA,
VIOpaBJIATh  MPOLECCOM  Pa3pabOTKH
MOZEIIEH yrpo3 U MOAECIIEH HapyLIUTEIs
0e30MmacHOCTH KOMIIBIOTEPHBIX CHCTEM

3HaTh: CIIEIUATBHBIE CPEICTBA 3AIUTHI B COBPEMEHHBIX
cpenax MporpaMMHAPOBAHHS

YMeTh: CTPOUTH COOTBETCTBYIOIINE MaTEMaTHUECKHE
MOJIETU

Brnagets: cmocobamu OlleHKH U IPOTHO3UPOBAHUS PabOTHI
MoJeneli 6e30IacHOCTH

IK-2 CriocobeH OCYIIECTBIISTh
TECTHPOBAHME CHCTEM 3aIUTHI
HH(POPMAITUH KOMITBIOTEPHBIX CUCTEM

3HAaTh: OCHOBHBIE CPEJICTBA U METO/IbI aHAJIN3A
IIPOrPaMMHBIX pealn3alui Ha IPEAMET YA3BUMOCTEN
YMmeTh: pa3pabaTsiBaTh IPOrPaMMBbI € 3aLTUTON OT
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ySA3BUMOCTEHN

BJ'IaI[eTBZ HaBbIKaMU BBIABJICHUSA U YCTPAHCHUSA

ySA3BUMOCTEHN

IK-3 Crnocoben pa3pabaTsiBaTh
OPOEKTHBIC  pEIICHUS [0  3alluTe
urdopmaum B KOMITHFOTEPHBIX
cucTeMax

3HAaTh: CTATUYECKHUE U TUHAMUYECKHE METO/IbI aHATH3BI
MIPOrPaMMHBIX peain3anuit

YMeTb: BBIOUPATh a/IeKBaTHBIA HHCTPYMEHT JJISl OLICHKH
a¢ddextuBHOCTH Oe3omacHocTH [10

Brnanets: ciocoOHOCTHIO O1IeHNBATh 3()(HEKTUBHOCTH
peanu3aiy CUCTEM 3alUThl MHPOPMAIIUU U ICHCTBYIOIINAX
MOJUTHK 0€30MaCHOCTH B KOMITBIOTEPHBIX CUCTEMAX,
BKJTIOYAsH 3alUIIECHHBIC ONICPAI[IOHHBIE CHCTEMbI

4. OBIHAA TPYJOEMKOCTD JUCIUITJIMHBI

4.1. O0beM TUCHUIIHHBI B 3aYe€THBIX eIMHHUIAX (BCero) 2.

4.2. O0beM JTHCHUILIHHBI 10 BUAAM Y4eOHOMH padoThl:

KonmuaecTBo yacoB (hopma 0OydeHHS - THEBHAS)

Bup yueGHol paboThl | Beero

1o
IUIaHy

B 1.4. no cemectpam

10

KonTakTtHas paborta
00yJaromuxcs ¢
penoaaBaTeIeM

40

40

AyIUTOpPHBIE 3aHATHSL:

o Jlexiun

20

20

® HpaKTI/I‘{eCKHe u

CCMUHAPCKUC 3aHATUS

e JlaGopaTopHbie
paboThI
(J1abopaTopHbIiA
MPAKTHUKYM)

20

20

CamMocTosTenpHast
pabora

32

32

dopma TeKy1Iero
KOHTPOJISI 3HAHUU U
KOHTPOJIA
CaMOCTOSITEIIBHOU
paboThI

JlaGopartopHble
paboTHl,
TECTUPOBaHUE

KypcoBas padora

DK3aMeH

Bcero yacoB no
JUCIHUITIINHE

72

72
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Buas! mpoMexyTO4HON

3a4. €.

aTTecTtauuu (dK3aMeH, 3a4yeT
3a4er)
OO61mas Tpya0eMKOCTh B 5 5

4.3. Coaep:xxanue TUCUMILIMHBI. Pacnpenesienne 4acoB o TeMaM M BUIaM y4eOHOIi padoThI:

O4Hasi

®dopma 00yueHus

Buasbl yueOHBIX 3aHATHIH dopma
AyIMTOpHBbIE 3aHATHUSA TEKYIIEero
Hazmanne pastenon u | g, Meene | “opmese. | urepascnn | onrens | “onrpoz
TeM Jex . 3HAHUHU
gy | S3HATHA, pa6oThl, BHOM Haf
CeMUHApP | MPAKTHK ¢dhopme pa6orta
bl YMBI
1 2 3 4 5 6 7
Pa3nen 1. besonacuoctsb u yszBumoctu KC
1. Moaenu yrpo3 2 1 1 TECTUPOBAHUE
KrOepOe30nacHOCTH
2. Cpencria 5 2 3 TECTHUPOBaHUE
AHOHHUMM3allU1 B CETU
3. GOOGLE nopku 6 1 2 3 naboparopHas
pabora 1,
TECTUPOBAHKE
Paznen 2. Yazeumoctu Frontend
4. Baenpenue 8 2 2 4 naboparopHas
MEXCAaUTOBBIX 3aIIPOCOB pabora 2,
TECTUPOBaHHE
S. TokeHsl ¥ KyKH 7 2 2 3 nabopaTopHas
pabota 3,
TECTUPOBAHUE
Pa3nen 3. Ysizeumoctu Backend
6. anbcupuKanus u 6 2 2 2 naboparopHas
MOJIMEHA 3aT0JIOBKOB pabora 4,
3aIpOCOB U MOJUTHKA TECTHPOBAHHE
Oe3omacHOCTH B Opay3epe
7. 3arpy3ka (aiinos 7 2 2 3 nmabopaTopHast
pabora 5,
TECTUPOBAHHE
8. Mnbexuuu B BJ| 8 2 2 4 1abopaTopHas
pabora 6,
TECTUPOBAHUE
Pasnea 4. Yassumoctu OC
9. IloBbllIeHHE TIPaB B 8 2 2 4 nabopatopHast
Windows, MAC OS pabora 7,
TECTHPOBAHHE
10. bezonacHoCTh 8 2 2 4 nabopatopHas
MOOUJIBHBIX TeNe(POHOB. pabora 8,
TECTUPOBaHHE
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Pa3zgen 5. DTHYHBIA XaKUHT

11. B3om caiita 9 1 4 4 nmabopaTopHast
paborta 9,
TECTUPOBAHUE

12. IleHTECTHHT dTHKA 2 1 1 TeCTUpOBaHUE

3aueTsl

Htoro 72 20 20 (20%) 32

*-3aHATHUS IPOBOAATCS B MHTEPAKTUBHOM (hopme

5. COAEP’KAHUE JUCHUILIMHBI (MOLY.JIS)

Pasnen 1. besonacHoctsb n ysa3sumoctu KC

Tema 1. Moaeau yrpo3 kubepée3omacHocTu. Mojenb HapylmIUTENs, MOCTPOSHUE MOJIEIH
yrpo3 s 3anannoi UC. Kiaccudukanus nearectepoB. M3BecTHBIE MpUMEPHI peain3aliy aTak.

Tema 2. CpeacrBa aHoHMMHU3anMU B ceTH. AHOHUMHbIE ceT. [IpuBartHbiii pexum. VPN,
npokcu, TOR.

Tema 3. GOOGLE nopxku. ITouck xonduaeHnuanbHol nHGOpMauu B ceTu 0e3 CIeI.CpeJICTB U
CTIOCOOBI 3aIIUTHI OT YTEYEK.

Paszaea 2. Yassumoctu Frontend

Tema 4. Bueapenue mexcaiiToBbix 3anpocoB. [loHsaTHEe 3KcIuIolTa. OTpa)Ke€HHBIE, BHEAPEHHBIE U
DOM araxu XSS . O0xon ¢punbtpa XSS. DKcrioHeHIIHaIbHbIe aTaku XSS.

Tema S. ToxeHbl H KyKH. YTOH KYKH, [T0J]MEHA TOKEHA,

Pasznen 3. Yazsumoctu Backend

Tema 6. ®@anbcudukanusi W NOAMEHA 3aroJ0BKOB 3ampocoB. DanbcupuKaims MeKCaHTOBBIX
sanpocos. CORS, Samesite coockie, request smuggling, command injection, SSTI. ARP-spoofing.

Tema 7. 3arpyska ¢aiiios. XXE, UYepusie xompl B Meaua-(aiimax. Ataku "Drive-by
Download".

Tema 8. HWubexkuun B BJI. SQLi: Bpy4HYI0 U ¢ UCIIOIH30BAHNEM HHCTPYMEHTOB aBTOMATH3AIHH.

Pa3znea 4. Ysazsumoctu OC

Tema 9. TloBbimenne mnpaB B Windows, MAC OS. CnocoObl HeCaHKIHOHHUPOBAHHOTO
MOBBIIIEHUS PUBUIIETUH TIOJIB30BATENS U CIIOCOOBI 3AIIUTHI.

Tema 10. Be3onacHocTs MoOMIbHBIX TesedonoB. Kak 3ammTuTh CBOM TenepoOH OT XaKepoB U
kubepaTak. AHTHBHpYCHL. PazpemieHus npuiokeHud. AHTHKpUMHUHAIUCTHKA. Kak 3amuTuTh
cMapTdOH OT U3BJICUECHUS JaHHbBIX.

Paszgen 5. DTHYHDLII XaKHHT

Tema 11. Bsaom caiita. AHaIM3 Ha NPOHUKHOBEHHE Ha TPHUMEpPE TECTOBOTO BeO-pecypca C
ucroib30Banue nHcTpyMenToB Kali.

®opma A Crpannna 5uz 11
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Tema 12. Menrectunr 3tuka. JnuHHBI myTh B Penetration Testing: ¢ yero Hayath W KyZda
CMOTPETb.

6. TEMbI IPAKTUUYECKHAX U CEMUHAPCKHUX 3AHATUIA
IIpakTHyeckure u ceMUHApCKUE 3aHATHUSL HE IPEAyCMOTPEHbl YUEOHBIM IIAHOM.

7. JABOPATOPHBIE PABOTbHI (IABOPATOPHBIN IPAKTUKYM)
JlabopaTopnasi padora 1. Ilouck u 3amuTa KOHPUIEHIHAJLHOH MHpOpManun
L]enw: 3HAKOMCTBO C TEXHUKOH, Ucnoab3dyemass CMU, cneacTBeHHBIMU OpraHaMu, MHKEHEpaMu
10 0€30MacHOCTH | JIFOOBIMHU TTOJIB30BATEIISIMU JIJISI CO3/IaHUs 3alIPOCOB B PA3IMYHBIX TTOMCKOBBIX
cUcCTeMax Jijisi OOHApPYKEHUsSI CKPBITOM HH(POPMAIIUU U YA3BUMOCTSIX, KOTOPHIE MOXKHO
00HapYXUTh HAa OOIIETOCTYITHBIX CEpBEpax.
Cooepoicanue: TIouck ysI3BUMBIX CTYXO0 U aposiei B OTKPBITHIX JIorax B ['yrie npu nomoru
JIOPKOB.
Pesynomam: nadopmanys B BUAE CIHCKa aApecoB, FJICKTPOHHON MOYTHI, KAPTUHOK WJIM TIEPEUHS
BeO-KaMep B OTKPBITOM JIOCTYIIE.

JlabopaTopnasi pa6ota 2. XSS u cnoco0bl mpe0TBPaIIeHUsI

L{env: 3HAKOMCTBO C aTaKaMU Ha BEO-CUCTEMBI.

Colepoicanue: TeCTUPOBAHUE HA BO3MOXXHOCTh BHEAPCHHUS BPEIOHOCHOTO KOJIa Ha ONPEICIEHHYIO
CTpaHHUILy.

Pezynvmam: none3nasi Harpy3Ka Jijisl pean3aluy dKCIIONTA U IepedeHb Mep 110
NPEAOTBPAIICHUIO aTaKH.

JlaGopaTtopHasi padora 3. AHAJM3 YA3BUMOCTell YHMKAJIbHBIX HACHTH(PUKATOPOB
L]enwv: 3HaKOMCTBO CcO criocobamu 6e30macHOM nepeadn JaHHbIX B Opaysepe.
Cooeporcanue: oiryueHre KyKOB U TOKEHa I0JIb30BaTellsl Ha ONpeeEHHOM cTpanulle 6e3
HUCIoab30Banus crenuaiasaoro 110.

Pe3zynvmam: aBTopuzanus ¢ aAIMUHUCTPATUBHBIMU MIPaBaMU Ha TECTOBOM CTpaHHIIE.
JlaGopaTopHas padora 4. [loamena 3anpocon

I]env: 3HAKOMCTBO ¢ UHBbEKLIMOHHBIMU aTaKaMU Ha CTOPOHE cepBepa.

Cooepoicanue: ynaneHHOE UCTIOTHEHUE KOIa.

Pesynomam: ucnionp3oBanue BurpSuite s oTuera.

JlaGopaTopnasi pa6oTa 5. 3arpyska 3apaxeHHBIX (aiiioB

L]env: 3yuenue cnoco0oB BHEApEeHUS (aiijioB HA CEpBEP U CIIOCOOBI B3aUMOJICHCTBUS C HUMH.
Cooepoicanue’ cozlanue 3aBeZJOMO BPEJOHOCHOTO (aiifia 1 u3yueHHe BO3MOXKHOCTHU 3arpy3KH €ro
Ha TECTOBBIN BeO-pecypc

Pesynomam: ynaneHHoe UCIOJIHEHHE KOJ1a

JlaGopaTopuas pa6ora 6. SQLi u sqimap

L]ens: mOCTpOEHKE 3aIUUTHI OT peaiu3aun UHbEKIUN B b/1.

Cooepoicanue: aHATN3 HA YI3BUMOCTD K HHBEKIIHMA SQL TECTOBBIX CTpaHUIT BEO-TIPUITOKCHHIH.
Pe3zynvmam: nonyueHue naHHbIX U3 0a3bl JaHHBIX.

JlaGopaTopnasi pa6ota 7. [loBbllieHHe MPaB B ONEPALMOHHBIX CHCTEMAX

L]env: n3yyenue cnoco0oB 00X0/1a 3aUTH HECAHKITMOHUPOBAHHOTO TTOBBIICHUSI PUBHIIICTUI
MOJIb30BATENS A0 aIMUHUCTPATOPA U CyHep-aIMUHUCTPATOPa

Cooepoicanue’ uccnenoBaTh CUCTEMY Ha BO3MOYKHOCTD MTOBBILLIEHUS PaB
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MuHHCTEpCTBO HAyKH U BbIcIIero oOpasoBanus PO
Y bsHOBCKHIT TOCY/1apCTBEHHBIH YHUBEPCHTET

dopma

®-Pabouast mporpamMma Mo JUCLHUILIHHE

Pe3yﬂbmam: HeﬁCTBHH B CUCTEMC, XapaKTCPHBIC JIA I10JIb30BATCII C ITIOBBIIICHHBIMU
IIPHUBUIICTUSAMMU.

JlaGopaTopuasi padora 8. 3amura JaHHBIX OT u3BJedeHus Ha iOS u Android.

L]eny: 03HAKOMHUTBCS CO CIOCOOAMM 3alIMTHl MEPCOHATBHOW HHGOPMALUK HAa MOOMIBHOM
YCTPOMCTBE.

Cooeporcanue pabomsi. N3MEHEHHE HACTPOEK MOOMIIBHOTO Tesie(hOHA Il MAKCUMAIbHOHN 3aIUThI
OT aHTUKPUMHUHAIMCTUYECKON IKCIIEPTU3BI.

Pe3yﬂbmam: MOOMIILHOE YCTpOﬁCTBO, MAaKCUMAaJIbHO 3allIMIIICHHOC OT YI'PO3bI U3BJICYCHHA JaHHBIX
TPETbUMU JIMLIAMMU.

JlaGopaTtopHas padora 9. AHa/Iu3 YA3BHUMOCTEil TeCTOBOro Bed-pecypca

L]env: 3HAKOMCTBO C OCOOEHHOCTSIMHU paOdOThI STUYHOTO XaKepa

Coodeporcanue: uccieoBanue BeO-pecypca Ha HATMYUE YSI3BUMOCTEH U BO3SMOKHOCTH UX
JKCIUTyaTaluu

Pezynomam: paittan no npoaenanHoN padoTe U CIHCOK BBISIBJICHHBIX YSI3BUMOCTEH

8. TEMATHUKA KYPCOBBIX, KOHTPOJIbHbBIX PABOT, PE®@EPATOB
KypcoBsie paboTbl, KOHTPOJIbHBIE PA0OTHL, pedepaTsl HE MPETYCMOTPEHBI YUEOHBIM TUIAHOM.

9. IEPEYEHDb BOITPOCOB K DK3AMEHY (BAYETY)
Monens HapymuTens. AJITOPUTM MTOCTPOEHHE MoJienn HapymuTens st UC?
OcHOBHBIE PUYMHBI 3apaskeHust U criocoOs! 3ammTtel UC ot HC/L.
CnocoObl anHoHMMM3aIMH B cetu Internet.
ITpokcu u VPN.
Bubl MmexceTeBbIX SKPAHOB.
dopMHUpOBaHUE MTOMCKOBBIX 3aIPOCOB C MOMOIIBIO CHEIMAIbHBIX BBIPAKEHUH.
Kaxk opranusoBana araka MAC-flooding?
Kak mpoucxonut noamena cyoaomena DNS? Cokparenust Ha3BaHui cyoiomenoB DNS.
Yro takoe Potentially Unwanted Program (PUP - moreHImaapHO HeXenaTeIbHas
nporpamma)?
. Kak atakyror WEB-cepBepbi? Kakue cyniecTBytoT crnoco0bl BCTpauBaHHsI BpPEJOHOCHOTO
KO/Ia Ha CTpaHuILy?
11. Yro Takoe «ATaku HyJIE€BOTO JHs». UTO AeNaroT pa3pabOTUUKH, Y3HAB O TAKUX aTakax?
Kak y3HaTh, 4T0 0OHapyXeHa YA3BUMOCTb U KaK €€ 3aKpBITh?
12. Yro takoe Adware (Madware) u Grayware?
13. Kak peanm3zyrorcst Hijackers —araku?
14. Yro takoe Ransomware, Scareware u Rouge Security (rogueware)?
15. Kakue Buasl Cross-Site Scripting (XSS) Bam n3BectHbI? Kak OHU peann3yroTcs ¥ Kak OT
HUX 3alIUTUTHCS?
16. Kak npoucxoaut B3om WEB-nipunoskenuii ¢ momoripto "otpasieHnabix” Cookie?
17. Ionstue cookies. CriocoObl yroHa Kyk.
18. Ataku «UemoBek mocepeInHeY.
19. bezomnacHocTh cepBepoB. OCHOBHBIE BEKTOpaA aTak.
20. Kimukepsr Clickjacking u likejecking, uto ato?
21. Yrpo3sl Ha ctopoHe cepepa. SQL Injection (SQLi).
22.Yro takoe ARP-spoofing u danbcudukanms MexcainToBsix 3ampocoB CSRF.

CoNR~LNE

[ERY
o
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23. Kak ucnonb30BaTh YepHBIE XOAbI B Meua-(aiinax?

24. PaznoBuaHocTH ataku «Yemosek nocepeaunne (Man-In-The-Middle).»
25. Kakue UMeIoTCSl CKpBIThIE YIPO3bl OE30MaCHOCTH?

26. CoBpeMeHHbIE HHCTPYMEHTBI CIIELUAINCTA 110 HH(POPMALIMOHHOH 0€3011acHOCTH.
27. DTHueckas CTOpOHa BOIIPOCA IMEHTECTA.

10. CAMOCTOSATEJIbBHASA PABOTA CTYJAEHTOB

B paMKax CaMOCTOATEIbHON pa6OTBI CTYACHTaM BBIACIISACTCS BpEMS Ha:

— TEOPETUYECKYIO MOATOTOBKY MO TUCIUILIMHE TOCPEICTBOM M3yUEHHUs TEMAaTHUYECKON
nuTepaTypsl (0a30BOM, JOMOIHUTENBHON) U KOHCIEKTOB JIEKIIUN IO TUCIUILINHE;
— MPaKTUYECKYIO MOATOTOBKY MO TUCIUILINHE OCPEACTBOM BBIMOIHEHUS Ja00PaTOPHBIX

pabor;

— HOATrO0TOBKY K CAA4YC UTOrOBOI'O 3a4€Ta 10 JUCHUIIIINHC.

Hasganue pa3nenoB u
TEM

Bug camocTosiTenbHOM paboTh

O0BeM B yacax

DopMa KOHTPOJIS

1. Mogenu yrpo3 IIpopaboTka yueOHOrO MaTepuana, 1 TectupoBaHnue, 3a4er,

KH6€p6630HaCHOCTI/I OAroTOBKA K cllaue 3a4yeTa,

2. Cpencrsa [TpopaboTka yueOHOro MaTepuana, 3 TectupoBanue, 3aver,

AHOHHUMMU3AIIUU B CETU IIOAT0OTOBKA K CAa4€ 3a4cTa,

3. GOOGLE nopxu ITpopaboTka yuyeGHOro MaTepuaa, 3 Tectuposanue, 3a4er,
MOJIrOTOBKA K CIa4e 3a4eTa, nabopaTopHas padoTa
n1a00paTOpHbIC PabOTHI

4. Baenpenne IIpopaboTka y4eOHOrO MaTepuana, 4 TectupoBanue, 3aueT,

MEKCANTOBBIX MOJrOTOBKA K C/laye 3a4eTa, nabopatopHas paboTa

3ampocoB JTabopatopHble paboThI

5. TOKEHBI U KYKH IIpopaboTka y4eOHOrO MaTepuana, 3 TectupoBanue, 3a4er,
MOJTOTOBKA K Claue 3a4eTa, naboparopnas pabota
nabopaTtopHble paboOThI

6. Qanscudukanus u IIpopaboTka y4yeOHOrO MaTepuana, 2 TectupoBanue, 3a4er,

MOIMEHA 3ar0JIOBKOB IIOJIrOTOBKA K C/Iaue 3a4yera, nabopaTtopHast paboTa

3aIpOCOB M MOTUTHKA JTabopatopHble paboThI

0e30IacCHOCTH B

Opaysepe

7. 3arpy3ka (aiinos IpopaboTka yuyeGHOTO MaTepHaa, 3 TectupoBanue, 3aver,
IIOJIrOTOBKA K C/Iaue 3a4yera, nabopaTopHast paboTa
nabopaTtopHble paboThI

8. Unbexiuu B BJ] IIpopaboTka y4eOHOrO MaTepuana, 4 TectupoBanue, 3a4er,
MOATOTOBKA K Cllaue 3a4yeTa, naboparopnas paboTa
nabopaTopHbIe pabOThI

9. lloBrimenne nipaB B | IIpopabotka yaeOHOrO Marepuana, 4 TectupoBanue, 3a4er,

Windows, MAC OS IIOATOTOBKA K Claye 3a4eTa, naboparopnas paboTa
nabopaTopHbIe pabOTHI

10. be3omacHOCTb ITpopaboTka yueGHOro MaTepuana, 4 Tectuposanue, 3a4er,

MOOMIIBHBIX MOJIrOTOBKA K CIa4e 3a4eTa, nabopatopHas padoTa

Teae)OHOB. nabopaTopHble paboThI

11. BaiowM catita ITpopaboTka yueOHOTO MaTepuaa, 4 TectupoBanue, 3a4er,
MOATOTOBKA K Cllade 3a4eTa, naboparopnas paboTa
nabopaTopHbIe pabOTHI

12. Tlentectunr 3tTuka | IIpopaGoTka yueGHOro Marepuaa, 1 Tectuposanue, 3a4er,

IIOArOoTOBKA K Caa4¢C 3a4CTa,
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11. YYEBHO-METOJUYECKOE 1 TH®OPMALIMOHHOE OBECIIEYEHUE
TACIHATITAHBI

a) Cnucok pekoMeHayeMoii JTuTepaTypsbl
OCHOBHAasI
1. Kazapun, O. B. HagexHocTh 1 6€30MMacHOCTh MPOTrPAMMHOTO OOECTICUCHUS © yueOHOe
nocobue st By3oB / O. B. Kazapun, U. b. [Ilyounckuii. — MockBa : M31aTenscTBO
IOpaiir, 2023. — 342 c. — (Bricmiee o6pazoBanne). — ISBN 978-5-534-05142-1. —
Texkct : anexTpouHsii / O0pazoBarenpHas mwaTdopma FOpaiir [caift]. —
URL.: https://urait.ru/bcode/515435

JAOTIOJTHUTEIbHAs

1. Hlenyxun O.U., OGHapykeHHE BTOP’KEHUI B KOMIIbIOTEPHBIE CETH (CETEBbIE AaHOMAJINN) :
VYyebOnoe nocobue ans By30B / [log pexn. mpodeccopa O.U. lllenyxuna. - M. : I'opsauas
nuHus - TenmekoMm, 2013. - 220 c. - ISBN 978-5-9912-0323-4 - TekcT : 31eKTpOHHBIH //
OBC "Koncynbrant cryaenra” : [caiit]. - URL :
http://www.studentlibrary.ru/book/ISBN9785991203234.html

2. Coppa, 3. KubepOezonacHocTs : npaBuiia Urpbl. Kak pyKoOBOIUTENN U COTPYAHUKU
BIIUSIOT Ha KyJIbTYpy Oe3omacHocTH B kommanuu / 3. Cappa. - Mocksa : AnsniuHa [TPO,
2022. - 189 c. - ISBN 978-5-907470-58-3. - Tekcr : anextponnsiii / 3bC "Koncynbrant
crynenta” : [caiit]. - URL : https://www.studentlibrary.ru/book/ISBN9785907470583.html

YueOHO-MeTOANYECKAS

1. Cytoeipkuna E. A. Metoanueckue yka3zaHus K 1JaOOpaTOpHBIM paboTaM MO AUCHUIUINHE
«AHanu3 ys3BUMOCTEN NMPOrpaMMHOI0 00eCIIeUeHUs» ISl CTYJEHTOB CIIEUaIbHOCTEH
10.05.01 «KomnsrotepHas 6e3omacHocTh» U 10.05.03 «MHpOpManinoHHas 6€30MacHOCTb
AaBTOMATHU3UPOBAHHBIX crcTeM» 04HOM (opMbl 00yuenus / E. A. Cyteipkuna; Yal'V,
OMUUAT. - Yapsuosck : Y'Y, 2019. - 3arn. ¢ skpana; HeomybnukoBaHHBIN pecypc. -
OnekTpoH. TekcToBble faH. (1 ¢aitn : 1,10 MB). - Tekcr : 3n1eKTpOHHBII.
http://lib.ulsu.ru/MegaPro/Download/MObject/5603

CoracoBaHo:
Benynmii ciermanucr Hb Yal'V | Tepexuna JI.A. / ﬂ'b /_10.05.2023 /
JIOJDKHOCTB COTPYIHHKA HAYYHOU OUOTHOTEKH (0)5(0] MOAMNCH nara
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0) IIporpamMHoe oOecrieueHue

MoiiOduc Crannaptasiii, AneT Pabouas ctanuus 8.

Il 06pa3oBaTebHOTO TIpoIiecca Mo TaHHON TUCIHAIDINHE HeoO0XoauM cTanuoHapHbH kimace I1K ¢
YCTaHOBJICHHBIM CIIEIYIOMIAM IPOTPAaMMHBIM 00ECTICYeHHEM :

— Google Chrome,

— Postman,

— Kali

B) IIpodeccuonasibHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. D1eKTPOHHO-0U0INOTEeYHbIE CUCTEMBI:

1.1. udposoii obpazoBarensHbli pecypc IPRsmart : smekrpoHHO-OMOMHOTEYHas cuctema : cat / OO0
Kommnanust «Aii [Tu Ap Menuay». - Caparos, [2023]. — URL: http://www.iprbookshop.ru. — Pexxum moctyna: s
3aperucTpHp. MoIb30BaTenel. - TeKCT : 3JIeKTPOHHEIN.

1.2. O6pasosarensHas miarhopma FOPAUT : 06pazoBaTenbHblil pecype, MeKTPOHHAs OHOIHOTEKA : CalT /
00O DnexTponHoe m3natenbeto «FOPAUTY. — Mocksa, [2023]. - URL: https://urait.ru. — Pexum nocTyna: s
3aperucTpup. nojiab3oBarene. - TeKCT : 3IeKTPOHHBIN.

1.3. baza nanHbIX «DiekTpoHHas OuOmMoTeka TexHuueckoro BY3a (OBC «KOHCYIbTaHT CTymeHTa») :

ANIEKTPOHHO-OMONMMoTeunas cucrema : caiit / OOO «lloamrexpecype». — Mocksa, [2023]. — URL:
https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexum goctyma: i 3aperucTpup. mmojib3oBateneit. — Tekcr
3JIEKTPOHHBIH.

1.4. Koncynprant Bpada. DIeKTpOHHAS MEAUIMHCKas OMOImoTeka : 6a3a maHHbBIX : caitt / OO0 «Beicmas
[IKOJIa OpTraHW3alliid W YIIPaBICHHUSA 3ApaBOOXpaHEeHHEeM-KOMIIEKCHBI MEIUIIMHCKUNA KOHCANTHHT». — MOCKBa,

[2023]. — URL: https://www.rosmedlib.ru. — Pexum goctyma: aisi 3aperucTpup. monb3oBateneid. — Tekcr :
3JIEKTPOHHBIM.

1.5. Bonpmas MegumuHCKass OMOMMOTEKA : ANEKTPOHHO-OmONMnoTeuyrHas cucrema : cat / OO0 «bykamy. —
Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum mocTyna: 1uist 3aperHCTpHp. MOJIb30BaTENeH. —
TekcrT : 3JIeKTPOHHBIN.

1.6. OBC Jlanp : snekTpoHHO-OMONMMOTeuHas cuctema : caiit / OOO 3BC «Jlaub». — Cankr-IlerepOypr,
[2023]. — URL: https://e.lanbook.com. — Pexxum qoctyma: [ist 3aperucTpup. Moib30Bateieit. — TeKCT : 3JIeKTPOHHBIIA.

1.7. BC Znanium.com : ajekTpoHHO-OnbMoTeuHast cucrema : caidt / OO0 «3nanmym». - Mocksa, [2023]. -
URL: http://znanium.com . — Pexxum g0CTyma : AJsI 3apETHCTPHP. TTOIb30BaTeNei. - TEKCT : 3JMeKTPOHHBII.

2. KoncyastantIlaroc [DnekTpoHHEIH pecypc]: cmpaBouHas mpaBoBas cuctema. / OO0 «KoHCynmpTaHT
[Tmocy - DnexTpoH. naH. - Mocksa : Koncynsrantllntoc, [2023].

3. ba3pl JaHHBIX NePUOAMYECKHMX U3TAHMI:

3.1. eLIBRARY.RU: HayuHas »snekrpoHHas Oubnmoreka : caiit / OOO «HayunHas OnekrpoHHas
Bbubnnoteka». — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum noctyma : st aBTopu3. mons3oBareneit. — Teker
: BJIEKTPOHHBIN

3.2. DnexrponHas Oubnunoreka «M3narensckoro poma «IpedennukoB» (Grebinnikon) : anexTpoHHas
6ubnanorexa / OO0 U] «I'peGennukony. — Mocksa, [2023]. — URL: https://id2.action-media.ru/Personal/Products. —
Pexxum noctyna : [ aBTOpU3. Mosib3oBaTeneil. — TeKCT : 3JIeKTPOHHBII.

4. ®enepanibHas rocyiapcTBeHHast MHGOpMalMoHHas cucrema «HalmoHanbHas 3neKTpoHHas OHONIHOTeKa !
aseKTpoHHass 6ubimoteka : cait / ®I'BY PI'b. — Mocksa, [2023]. — URL: https://H30.pd. — Pexxum nocryna : mis
ToJIb30BaTeeil Hay4Hol OnOIMoTeKn. — TeKCT : AIEKTPOHHBIH.

5. Poccuiickoe obOpasoBanue : denepanbHblii moptan / yupeaurens OIAY «PULTO». — URL:
http://www.edu.ru. — TeKCT : IEKTPOHHBI.

6. DnexkrpoHHas 6ubnroreuHas cucrema Yil'V : moayns «OnekrpoHHas 6ubmmoreka» ABUC Mera-ITPO /
00O «[ara Dkcnpece». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexum goctyna : s mojp3oBaTesieil HayqHOi
6ubimotexn. — TeKCT : 3JIEKTPOHHBIH.

: /)
CornacoBaHo: / ;
_ Wmxenep senyuwmii  /  Hlypenko 10.B. [ M / 04.05.2023

Jlosmknocts corpyannka YHTT MHO nn,‘@u. nara
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHbI

Aynutopust -3/317. Aynmuropusi Ui IPOBEICHHS JIEKIMOHHBIX, CEMUHAPCKHX M MPAKTHYECKUX
3aHATHHA, TEKYyIIEro KOHTPOJS M TNPOMEKYTOUYHOW aTTecTalliy, TPYNIOBBIX M HHIWBHIYATbHBIX
KOHCynbTauuid. KOMIIIEKT MepeHOCHOro MyJIbTHMEAWHHOrO OOOpYIOBaHMS: HOYTOYK C BBIXOJIOM B
Wnrepner, sxpan, npoexrop, Wi-Fi ¢ mocrynom B UaTepuet, JUOC,ObC. 432017, YnpsHOBCKast 001acTh,
r. YibsHOBCK, yi. HaGepexxnas pexu Ceusry, a. 106-3 xopmyc.

Aynmutopuss 240 s mpoBeACHUS — J1a0OpaTOPHBIX M TPAKTHUECKUX  3aHATHMH,
TEKyIIEr0  KOHTPOJII W NPOMEXKYTOYHOHW  aTTeCTallMd, TPYNIOBBIX M HHIUMBUAYaJbHBIX
KoHCynbTaumuid. 11  MepcOHANbHBIX ~ KOMIIBIOTEPOB,  MPOEKTOp, OKpPaH, CHCTEMbI  3alUTHI
uHpopmanun: Cobonb, Akkopn, Dallas Lock, Secret Net Studio. Cepsep Vimark, AIIKIII
"Kontunent", Mapmpytuzaroper Cisco, Cucrema 3ammutel wuHbopMammu  ViPNet. 432017,
VYabstHOBCKAs 0071, T YbsiHOBCK, yi1 Habepexxnas pexu Ceusiry, 1 106-2 xopmyc.

Aynmutopust -230. AynuTopusi Ui CaMOCTOATENBbHOW padoThl. AyAWTOpHS YKOMILICKTOBaHA
YYeHHIeCKOi MeOemnbio. 16 mepcoHabHBIX KOMITBIOTEPOB.

Aynuropus -237. UnTanbHBIA 327 HAYYHOH OMONHOTEKH C 30HOM TSI CaMOCTOSITENIbHOW paboTHI.
AyauTopusi YKOMIUICKTOBaHa Yy4YeHHYecKoil MebOenpto. KommbloTepHas TeXHHKa, TEJEBU30p, OKpaH,
npoekrop. Cron s i ¢ OB3. 432017, YibsHOBCKas 00J1acTh, T. YJIbIHOBCK, p-H JKeIe3HOIOPOKHBIH,
yi. Habepexxnas p. Cusaru, Ne 106-1 koprryc.

Peanuzanust mporpaMmbl JUCHUILTHHEI TpeOyeT Hanuyus y4eOHOH aboparopun. OGopyaoBaHue
yueOHOIT 1abopaTopuu: MOCa0YHBIE MECTa IO KOJIWYECTBY CTYJICHTOB. TE€XHUYECKUE CPEICTBA O0YUCHUS:
KOMIIBIOTEPBI € JIMLEH3MOHHBIM IPOTrPaMMHBIM 00€CIIEUCHUEM
— Google Chrome,

— Postman,
— Kali

13. CIIEHUAJIBHBIE YCJIOBUA JIAA OBYYAIOLIUXCS C OTPAHUYEHHBIMU
BO3MOXHOCTSAMHU 310POBbSA
B cnydyae HeoOXoUMOCTH, 00YYarOIMMCSI U3 YKCia JIUI ¢ OTPAaHUYEHHBIMH BO3MOKHOCTSIMH
310pOBbs (TI0 3asBJICHUIO OOYYAIOMIErocsl)) MOTYT HpeAsiaraTbCs HEKOTOPbIE M3 CIEIYIOLIIMX BapUaHTOB
BOCTIPHUATHS] HH(OPMAIIUHU C YYETOM WX WHAWBUAYAIBHBIX ICHXO(U3NIECKUX 0COOEHHOCTEH:

— JUIS JIML C HapyIIEHWSIMH 3pEHMS: B IeYaTHOM ¢opme yBelnWdeHHBIM HpuUdTOoM; B (opme
AJIEKTPOHHOTO JIOKYMEHTa; B Qopme aynuodaiina (mepeBoja y4eOHbIX MaTepualoB B ayaunodopmar); B
nedaTHoOH QopMe Ha A3plke  bpaiing; WHIMBUIYyaldbHBIE KOHCYJBTAlMM C  [PUBJICYCHHEM
TU(IIOCYpAONIEPEBOIUNKA; HHANBUIYAIbHBIC 33/1aHUS U KOHCYJIbTALIUH;

— Ui JUI C HapylIeHWsIMH cllyXa: B NedaTHoOM ¢opme; B (GopmMe 3IEKTPOHHOrO JTOKYMEHTa;
BUZEOMATEpUANIbl C CyOTUTpaMU; WHAWBUAYAJIbHBIE KOHCYJIbTALMHU C MPHUBICYEHHEM CYypAONEPEBOIUNKA;
VHAWBHUyaJbHbIE 3aJaHHsI U KOHCYJIbTALINN;

— JUIA JIMI C HapyUICHUSIMH OIOPHO-IBUTATENILHOTO ammapara: B medatHod (opme; B dopme
AJIEKTPOHHOTO JJOKYMEHTa; B hopMe ayauodaiina; HHANBUAYIbHBIE 32IaHHS U KOHCYJIBTAIH.

B ciyyae HeoOXOOMMOCTM HCIOJNB30BaHMA B Y4YeOHOM IIpoLECC€ YaCTUYHO/MCKIIOUHMTEIBEHO
JMCTAaHIIMOHHBIX 00pa30BaTeNIbHBIX TeXHOJOrHM, opranu3anus padotsl IIIIC ¢ obywarommmucs ¢ OB3 u
WHBAIWJIaMU [IPEyCMATPUBACTCS B DIIEKTPOHHOW MH()OPMAIIMOHHO-00pa30BaTEeNbHOM cpejie ¢ Y4eTOM MX
WHIWBUAYATBHBIX ICUXO(U3NIECKUX 0COOEHHOCTEH.

CvreipkeHa Exarepura AleEceceHa
ZHO

PazpaboTumk:
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